7~ GOVERNMENT OF JAMMU & KASHMIR,

FINANCE DEPARTMENT.

CIRCULAR

Subject: Phishing email to mislead the DDOs and employees by unknown senders.

1. The NIC has brought to the notice of this Directorate that a phishing e-mail to
mislead the DDOs & employees has been sent to some of the DDOs/employees

by an unknown sender seeking certain information from them by using google

form.
2. The sender has created a fake email id jkpaysys.gov.jk@gmail.com which is a
type of phishing fraud.

3. Phishing mail circulated in social media is reported to have been sent to some

of the e-mail addresses viz —

i) XAFFAR.SHAH87@gmail.com

i) ARSHIDTHOKERAP@gmail.com

iii) MIRASHRAF33@gmail.com

iv) ASRARPANZGAMI@gmail.com

v) SHAHIDYGILKAR24@gmail.com

vi) WAQTKALAMAHA@gmail.com

vii) PALLIFTIKARALI121@gmail.com

viii) haleemwani@gmail.com
on 17 April 2022 at 12.17 pm.

4. This is for information of all the DDOs and Treasury Officers that —

a) JKPAYSYS operates through its own govt. mail address as mentioned in the site
and there is no alternate e-mail for this on any commercial server such as
gmail, yahoo etc.

b) Such a phishing e-mail might be the mischievous attempt to hamper the site’s
performance. Responding such unauthentic e-mail, might lead to compromise
with the security of data.

c) There is an existing help desk of NIC.

d) Support team of NIC is available only to provide the technical support to
Drawing and Disbursing Officers/Treasury Officers and never seeks any
information from anyone at its own. The e-mail sent by the support team is just

m&/ a solution to the issues/queries raised by the individuals.
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5. It is, therefore, enjoined upon all Drawing and Disbursing Officers/Treasury
Officers/Employees not to respond such fake e-mails and share any sensitive
information such as User Name, Password, CPIS Id, Bank Account Number,
GPF/NPS number etc to anybody over e-mail or a call.

=
(Mahesh Dass), H,Q’V
Director General,
Accounts & Treasuries,
Finance Department.
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Copy to the:

Advocate General, High Court of J&K.

Additional Chief Secretary, Health & Medical Education Department, J&K.

Additional Chief Secretary, Home Department, J&K.

All Financial Commissioners.

Director General of Police, J&K.

Principal Accountant General, (A&E), J&K.

All Principal Secretaries to the Government.

Principal Resident Commissioner, J&K Government, New Delhi.

Principal Secretary to the Hon'ble Lieutenant Governor.

10 All Commissioners/ Secretaries to the Government.

11. Chief Electoral Officer, J&K.

12. Director General, J&K Institute of Management, Public Administration and Rural
Development.

13. Chairman, J&K Special Tribunal.

14. Divisional Commissioner, Jammu/ Kashmir.

15. Joint Secretary, J&K, Ministry of Home Affairs, Government of India.

16. All Heads of Department/Managing Directors/Secretary, J&K Advisory Boards.

17. Registrar General, J&K High Court.

18. Principal Secretary to the Chief Justice, J&K High Court.

19. Regional Director, Reserve Bank of India.

20. All Deputy Commissioners.

21. Director, Accounts & Treasuries, Jammu/ Kashmir.

22. Director Information, J&K for wide publicity in the leading daily news papers.

23. Director, Archives, Archeology and Museums, J&K.

24. Director Estates, J&K.

25. All District Treasury Officers for compliance.

26. Treasury Officer, Civil Secretariat Treasury.

27. All Treasury Officers/ Additional Treasuries Officers, for compliance.

28. Secretary, J&K Public Service Commission.

29. Secretary, State Election Commission, UT of J&K & Ladakh.

30. Secretary, J&K Service Selection Board.

31. General Manager, Government Press, Jammu/Srinagar.

32. Director, National Informatics Centre, J&K Unit Civil Secretariat Jammu.

33. Private Secretary to Chief Secretary, J&K.

34. Private Secretary to Financial Commissioner (Additional Chief Secretary), Finance
Department for information of the Financial Commissioner.

35. Private Secretary to Advisor (B) to Lieutenant Government.

36. Treasury Officer, Sub Treasury, New Delhi.

37. All Tehsil/ Mufassils/ Sub Treasury Officers for compliance.

38. 1/C Website DGAT.

39. Relevant File.
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T AR Government of India
Ministry of Electronics & Information Technology
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NIC-JK/IFMS/PMU/2022-23/ 06 Dated: 18/04/2022

Director General
Accounts & Treasuries,
J&K Government.

Subject: - Phishing email to mislead the DDOs and employees by unknown senders.
Sir,

It has come to our notice that, some government DDO/employees have received an email
from an unknown sender seeking certain information from them using Google form. The
sender has created a fake email id (jkpaysys.gov.jk@gmail.com) which is a type of phishing
fraud.: ;

Pertain to mention here that support team is available only to provide the technical support
to DDO/Treasury Officers and never seek any information from anyone at its own. The
email sent by the support team is just a solution to the issues/queries raised by the
individuals. You are therefore requested to kindly issue an advisory to all the DDOs and
Employees to not share any sensitive information such as User Name, Password, CPIS Id,

Bank Account Number, GPF/NPS number etc to anybody over email or a call.

cv\*”i:\xf Yours Sinci;e/ly
R

(Rajesh Kumar)
Technical Director &
Scientist -'E’
NIC-J&K
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to me, ARSHIDTHOKERAP, ... A <

From pay system - jkpaysys.gov.jk@gmail.com

To  XAFFAR.SHAH87@gmail.com
ARSHIDTHOKERAP@gmail.com
MIRASHRAF33@gmail.com
ASRARPANZGAMI@gmail.com
SHAHIDYGILKAR24@gmail.com
WAQTKALAMHA®@gmail.com
PALLIFTIKARALI21@gmail.com
haleemwani@gmail.com

Date 17 Apr 2022, 12:17 pm
&  Standard encryption (TLS).

See security details

Covesnmend OF Jamass & Kok

Sir,

As communicated earlier, District treasury bills are not mapped
with the state financial expenditure. We have received many
complaints in this regard.

You are therefore directed to submit the
following information within a week’s time.

https://docs.google com/forms/d/e/1FAlpQLSO-
uJRRzZkMB6IcoNtdCOInWr JIt961cO7FOJ0a40C2fHY Tea/

# @® E




